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SSL/TLS certificates: switch to HTTPS
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The web now communicates in an encrypted way, it imposes HTTPS and the padlock
in the browser address bar. SSL* certificates make it possible to obtain this display.
Without these security indicators, the words «Not secure» are displayed and clearly
encourage web users to leave the visited website.

4 HTTP://WWW.WEBSITE.COM

Revenue loss

Traffic loss Data loss

Brand image

*The standard reference is now “TLS”, but the market continues to use the term SSL to refer to these certificates.

HTTPS s essential
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SSL certificates ensure website authentication and the encryption of data exchanged
with it: integrity and confidentiality of exchanges.

All market browsers have followed Google in imposing the padlock from the moment
a user arrives on a web browsing homepage. Visual processing of security indicators is
not the same on all browsers but the overall idea remains the same: no HTTPS causes
a security alert.
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Future versions of Chrome

A company’s digitalization increases the number of websites and creates new
challenges:

e Having a comprehensive and up-to-date inventory;

e  Ensuring the continuity of services during certificate renewal process;

e Protecting against cybersecurity risks;

e Controlling budgets.

Nameshield’s
approach:

Identify all existing
certificates for a better
understanding

Analyze existing
certificates

Define the certification
strategy
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Order
efficiently

Simply renew,
replace or change
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Choose Nameshteld
for a complete offer

With more than 10 years’ experience in certificate management, Nameshield
offers you the benefit of its expertise and privileged relationships with the
Certification Authorities.

A complete range to cover all your needs:

e  Five accredited Certification Authorities
All levels of authentication: EV, OV, DV

All types of SSL certificate: Standard,
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Testimonial:

«Nameshield’s expertise and support have
enabled us to implement a complete process
for our SSL certificate management: from
identifying our requirements to certificate
delivery. Nameshield supports us on the

strategy to use in terms of validation and
manages the relationship with several
Certificate Authorities. The value of this
trusted relationship is priceless.»

Laurence Farrugia
Schneider Electric
Digital Customer Experience
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Other certificates: code signing,
individual certificates (including RGS **)
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Certificate portfolio

Homepage / Certificate portfolio
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What you benefit from:

A reliable team that knows its customers and assists you throughout
the certificate acquisition process

A privileged intermediary between you and the different Certification
Authorities to gain in efficiency and better manage your budget

Assistance with your management strategy
An intuitive platform for your certificate management

Direct access to Nameshield’s other services for securing your digital
assets: domain names, DNS

Flexible and centralized billing

ISO 27001 certified:

The entire Nameshield certificate activity is integrated into our
ISO 27001 certification scope
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09/01/2020 09/01/2021 -524 [ Active | [ Deails
03/01/2019 03/01/2021 -340 [ Active | | Oeails |
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